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1.TCP Scanning of Multiple Devices

I was observed making an
| connection attempts to a wide

1k exhibited the following events worthy of
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2. SMB Writes of Suspicious Fies to. 3. Possible HTTP Command and Co.

Overview of Scan

101h Apr 2020 025657 -03.26:45 UTC:
©Ja123 holdingsine.co.uk + 10.121.523

o
range of devices, suggesting scanning activity. wde 10101200724

Summary
| I ‘The device

10101300724

Network scanning can be used during reconnaissance to gather

information about intemal devices, such as theirist of open

Accomplish
Mission

ports, and is thus a possible indicator of preparation for
malicious or unauthorised internal activiy.

TCP Scanning Activity

If the activity from the device was not expected, s
recommended that the securty team investigate it further to
determine whether it was part of legitimate network activity.

Related Model Breaches

Device / Suspicious Network Scan Acthity

Device / Network Scan

Device / Network Scan - Low Anomaly Score

Actions

Pin ncident

‘Acknowiedge tis Incident Event

‘Acknowedge the Incident Event and allRelted Model Broaches

121 3: Cyber Al Analyst 7F ‘848t 34 tHAIE At 7R




2

H=

AL

& X
RSy [
&1 0% = ol
<+ m{%
B ol W%M — —
40 or Doy Yy 2 E:
o = o = 0 5 &
RY 22 & ;& ;
I5) ~ 1o g & i
— cDom g =
D,A:ﬂ_ = K3 © o 3
21 amg 9 3 . = lm
3 & <l 2 5 s
Woy S 8 - = HID
wl o <58 § o 5
&l B Seo w a 5
s ESE - S Hm
" 1 < =g ¢ <
nh 2SE o S
I &7 T % o T D
o = B Ul wr : i)
| = OF %I .
[N oo .
T4 Tow . '
ol A = L 1 ' r I—
Ne . ok ! ;
= a7 .. _ X
0o T o @ : :
T T ol . _ .
U R & : "
5 _ .
2 o3 1 :
csosdl L |°°°°°°°°° S :
. - Mwm 1 ]
mELWR BEIDIRKEF TR : .
___MmmM_ux %M_uxloﬂﬂmi "
dxEv meiidwd :
2R ETU Ko B W _
g Ta0 & 5 ol 2
S 2 gr®l ook ol ooy S ol o X
5T o 00T ~W o o :
O Smm W oyBmoE .
2 g B R
Hw S = PR 1 !
WHEam moaTiwmg
ol H &< = WEase Y.
= dE Bl =) © 0 W o] O 2
R <5 S FXwmN T <
ol E1 o 2 =7 LN N
Wo 2 T B o ooT & = o0 < 40 =
[ oy - _uIIWMEmM
wR e s o WS :
PR R R T - ez b
L _./.A._on_xu OWME._OL S Hle = < .
) K — = K N _._._t M [} ol 3 & o <
Rl g™ Qo X5 0 o & I S = =
= M= T oot N R I 3% |2 S
RN T4 o < o R $88 i
o g © L TR L =
Cd Y o AL T 2
K3z = o m oK o A A
Ol gy g™ S 10 WE < = | :
Togzmd BX SN Oy =)0
&) - op grown W WK 0ol s =
sy E pRa Y ON :
DB T oF @ w2 W g
EQfEem omgonpo® -
M oHr mI Mo uH AT
SRy RommE RSN
TST AT owlNFHHMLS

kol Darktrace 712

H
—

q

4: TA| ORI E H| =LA F

=

(i

a2



o

l

3

ZX: Cybersecurity Insiders

a

=
[=}

3 SaaS & /%t Cyber Al

m
S o
i
=

or 4o

rrore 0
inl
i)
_Q_}

o e
HL du fot o
o N it rio
> pE nT ur
{0 0z
Q
oX
o
N
o &2
>
- C
inl

N
oft
M

27 Tlo
5
o K
-
ox [
to
Ju
]
gm O
Ral
Ot
Ral
o
ot
-

o

°
]
ot

WO ood 1> iy T H

Darktrace 9| |
& UIES30| LIE

3
3
c
5
o}

n

o o
SABILICH. O|H] Hot ey

O O AN o

Bl 0|5, Microsoft 36
‘(I)’

%1 5 28el HBE e

r

-
rir
AL n
el
m
kl
o =

SE 2lofojof M " Hel el S morsh= X

t
{01 2|laA WY £= Y S3 H

FAIGTE HO] 7|5 BRELZ 0Rigs A0 e &
g 1A

2101 MIAIZ Qlef et

i
I
N
Ir
ot
02t 110
oM o
mjo
on
S -
o M
HU
Hr
I
Ot

iH A
3H A

3t Bt FHHO| A Selec ol IRR 0|HS S8 22XOE CIXY H|XL|AS HEYD 2
HI R AR Ol BHES 7l 7|O§HHHLE1HZ:.'C;|§HIHEI‘21§LIE% Sfolals elmels guiE 92 &
SLE e SIS 1/30] 20IA 2Bt HUEE OlX| H Csixl= CINE xttel 34 @4t o

oOoI= /I5T 1 YE|Z2IQC HAOZ QI8 MZ2 £90| HEAO| CisiFOLS, i
K =|X| k& L|Ct of |2 0|0 CHL5}7|0fl HHEQLICY.

0
C

T

S
=
Ral

| ot

2 (stovepipe) &
Sh7|ofl= oM,
nl

Ut 9l

=

o

U
T
40
In
»a
i

[N
0z 2t rr

[@)]
T2
=
HFT_g
[}
= =N
o -
Mo »
o )
0>—‘(>6
Tz w
28
o
=
(@]
@D
-2
Rl
1o
1o
>
>
311
0
)

8 7|9 mlofet 22| B A wA2 XI5
So| YBHS BAT £ QU ST HA o
£ MR 4 A AT ASXIE THfBILICH

'¢’'DARKTRACE 0 s 100 (Ost70ays &) arch for a user or model Acknowledged Breaches Hidden

Models
.

jumber of Incidents 1 o Number of Active Users 1,609
L - L

100
o
o
™
®
&
o
20
2

14May0I00  15May0000  10MayOlD0  7May0000  10Mayo00  19May00o0

oo
=1

J

=
rr
at
mlo
HC

Ir
Hu [-
|

5: Darktrace 2| & SaaS Z&0l= SaaS 0 Z2[#|0[M42] HIF X #Sol et 127t LIEHLIY 2F2 X|2[H 1X|7F EAIE



Microsoft 365 H ¢t X3l 5! SharePoint & ¢!

Darktrace Cyber Al &= ot 0|= E&AtC] SaaS Z3E L0 A
HY MENE HBACR morst JhAM S 20| Eoto] A
Microsoft 365 AIFoI M AlZHel 32 S KIThsh= O] el Jgs +
A ELICH.

QH HLIXt7t otolln|2|ES] P FA0M 2242 Microsoft 365

Aol EJO.JO% b, Cyber Al = ¢lig &S H éé |2h B3RS
LICE. CHE Microsoft 365 AIF0IM= IP 2 2¢1E 0| g7

W2ULICH 42 = HI| EZ THE OFZOIDI2E [P oM Eeoto] H
SiEl S Ao B ASHE 20| HEEASLICH. oo =
AT MZ2 OlHY HAlS EE e T HIE Y=l HAMA
S A slig AF8XIQl Jiel SharePoint AIF0IAM TS 21 4
SLICH.

oM =telEl EF HES
Xt AFES ofxof 2rEet

x|
2t E7[0= ofe BlIEYH

Darktrace Cyber Al &= 0[2{3t A
OFEfOll0IZ|E |P 2F S4lok= CHE A

AAUSLICH. ol 2EE HS0| 2240

=21
o o Faliel 22

ool 2f|HAl E8 AFEEHH ko] HoiEl AH™ol| HE0| 0O|R0{
A Y EX|ot 7HsSHX| 2, Cyber Al & HIFAX Q! 50| 24
SEALORRE O] 2 SA| EfXISH SaaS Mu|A 7t SAHXe| SE|Qlg Het
SHA BisRILICtH. Darktrace = &2 £7| EHA O ZA[ 20t EIOf[A|
34 2], ZE MM FEE Y| HAISHD siE flgez ldl
2%t Tleh7h Ydsty| Holl 0|5 RHSFAISLICE.

2

SOl ot fE MZYH = Microsoft Azure AAHE At K|

= M FEF oy ofEdof 2ot g0l E2l T s HEYEL
CH. MB{0l| Q= Tt R E [P E AHEAL 0|52t H|ZHZ 2 H|ofst

HAM L O|ME STt HIO|HE A=K A2 MNEZE FAUSLICH.
ClHOIATE HY| EE Q8 |P FA0M ZIP TS CH2EdS o,
Darktrace £ i< H|FMX0|2t Zthst 0|4 gE5g XIS =
SLICt.

of & IP = M2 dFE Microsoft Azure AHIISH , URL
STLEZIP THUof SHM AT 4= QICH= AFAO] SIS B SLICEH.
= Q20N HESRZ EEHH'% JhEM7|2H SHH URL HEE
2 st SAXES URL 9 mped ‘oA

T AASLICH.

=
mo 4L o o

0z ne

St A ®F 2telo]

UAX| 2 | AFRS EX| ZA| B15HY
A &M Y= Ilprﬁﬁ H, M5 g8 E=E
g Li COJEf AE2|X| 2

EXPLORER Moshae x Mimp X & SMetic

x P

Collapse All Refresh All

£ |+

e
% Quick Access

» (///) Local & Attached

3 Internal Consumption

RowKey

2019080771200  system;Al
2019080771200 | user:Al
2019080771200  user:GetBlobServicePro|
20190807T1300 | user:Al
2019080771300 | system;Al
2019080771400 | systemiAl
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20190807T1500 | system;Al
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20190807T1600  user:GetBlobServiceProl
2019080771700 | user:Al
20190807T1700 | system:Al
20190807T1800 | ser:Al
2019080771800 __system:Al

4 9 Internal Consumption
4 = Storage Accounts
» S cawablobgrs (Blob)
» [ cawabloblrs (Blob)
» [ cawablobragrs (Blob)
4 = cawagrs
» [ Blob Containers
> & File Shares
» T Queues
4 [ Tables
= SMetricsCapacityBlob
[ $MetricsHourPrimaryTransactionsBlob
= $MetricsHourPrimaryTransactionsFile

B $MetricsHourPrimaryTransactionsQueue

[ $MetricsHourPrimaryTransactionsTable
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[REDACTED] Certified Public Accountants

Paul Saunders <psaunders@cpa.com>

Wednesday, 13* May 2020 at 16:39

To: Steve Alaway <stevealaway@anonuni.edu>
FYl

I was supposed to get this to you on Menday. Not long ago we sent your firm the proposition to
collaborate on the new [REDACTED] Certified Public Accountants Project. | would appreciate your
immediate attention on this matter. Please do not hesitate to call me for any further questions.

Paul T. Saunders
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